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1. ML as a Service

Let’s consider a model where there is a client interacting with a service provider. The client can
be any human or entity that provides data to a service provider, where the data is used to train a
model. The service provider, such as OpenAI, Amazon, or Microsoft, trains the model on the data
and returns it to the client. This setup requires the client to place complete trust in the service
provider. However, it’s possible that the service provider is adversarial to varying degrees of
severity.

Given this hesitation, we want to trust the service provider but also verify the model returned to
us. Specifically, we want to verify certain properties of the model after development. It is possible
to incorporate verification during development as well, but currently, the norm is to perform
verification post-development.

Let the model returned to us be ℎ. Specifically, we want to verify the following properties of ℎ:

• Accuracy - On average, ℎ performs well on some benchmark.

• Correctness - We want to understand when ℎ is correct and when it is not (e.g. hallucina-
tions).

• Robustness - If the distribution shifts from what ℎ was trained on, does the model still
perform well? Is it generalizable?

• Fairness - ℎ does not exhibit undue bias.

• Safety - A broader concept that includes alignment, robustness, etc.

• Satisfies Regulations - ℎ satisfies any applicable regulations.

We want to be able to verify these properties without retraining the model ourselves; otherwise,
what was the point of sending our data to a separate entity? Also, we may not have the power,
time, or hardware to do so. Instead, we want to verify properties of ℎ cheaply. In our case, cheaply
can mean using:

• Fewer data samples

• Lower quality data

• Less time

• Less memory

1



MIT 6.S976/18.S996 Lecture 10 Spring 2026

• Black-box access to ℎ only - no weights or internal details, only the ability to query

Our main goal is to be able to query the black-box model ℎ and obtain guarantees about the
properties listed above. This delegation-and-verification paradigm connects to the theory of
verifiable computation [15, 19], and more recently to zero-knowledge proofs applied to ML
inference [9, 26, 28].

2. Efficient Verification: from 80s Theory to Blockchains

Key Models and Their Origins

• Interactive Proofs & Arguments [3, 20] ∼ 1985
• Zero-Knowledge Interactive Proofs [20] ∼ 1985
• Non-Interactive Zero-Knowledge Proofs & Arguments, SNARKs, SNARGs [6, 7, 11] ∼
1987

• Multi-Prover Interactive Proofs [5] ∼ 1988
• Debates [10] ∼ 1989
• Probabilistically Checkable Proofs [2] ∼ 1992

Remark 2.1. These models were initially developed for cryptography, foundational questions in
complexity theory, and general intellectual curiosity, but they provide a natural starting point for
adapting verification techniques to AI settings. In particular, the connection between multi-prover
interactive proofs and AI alignment through debate has been explored in [8, 22].

There will always be two parties, the Prover and the Verifier, as seen in Fig. 1. The Prover is
whoever trained the model, and the Verifier is the client seeking to verify the properties mentioned
above. This Prover-Verifier model has appeared throughout cryptography, complexity theory,
and verifiable delegation of computation to the cloud [19], where a client wants to outsource a
computation and verify the result using only black-box access. We now want to apply this model
to AI settings.

3. Efficiently Verifiable Proofs

In classical proofs, the process typically involves a claim, axioms, a sequence of derivation steps,
and a final conclusion. We now want to consider efficiently verifiable proofs.

The Prover sends a proof of a claim to the Verifier, who can then accept or reject it. This requires
some transfer of information between the two parties - and as we will see, the nature of this
communication (how many rounds, what is revealed) matters greatly. In our ML setting, the
Prover is the service provider and the Verifier is the client or a program acting on the client’s
behalf.

We want proofs that are efficiently verifiable - that is, the Verifier should be able to check a proof
in polynomial time. This is precisely the notion captured by the complexity class NP. We will
not worry about the complexity of the Prover for now, even though the Prover may work much
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Figure 1: The Prover and Verifier receive a common input 𝑥 and exchange messages
𝑚1,𝑚2, . . . ,𝑚𝑡+1. After the interaction, the Verifier outputs Accept or Reject. Image source: [30].

harder to produce the proof. The emphasis of this lecture is on the Verifier’s ability to check proofs
in polynomial time - much more efficiently than solving the problem from scratch without the
Prover’s help.

Factoring

Example 3.1 (Factoring).
Claim 3.2. 𝑁 is a product of two large primes.

Proof. The Prover is all-powerful so it can factor 𝑁 . Hence, the Prover factors 𝑁 , finds
primes 𝑝 and 𝑞, and sends them to the Verifier. The Verifier checks whether 𝑝 ·𝑞 = 𝑁 , which
can be done in polynomial time. If the check passes, the Verifier accepts; otherwise it rejects.
Note: After the interaction, the Verifier knows not only that 𝑁 is the product of two primes,
but also the specific factors 𝑝 and 𝑞. This additional information was not required to verify
the claim. □
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Quadratic Residue

Example 3.3 (Quadratic Residue).
Claim 3.4. 𝑦 is a quadratic residue mod 𝑁 (i.e., 𝑦 ≡ 𝑥2 (mod 𝑁 ) for some 𝑥).

Proof. The Prover sends 𝑥 to the Verifier. The Verifier computes 𝑥2 mod 𝑁 and accepts if
the result equals 𝑦; otherwise it rejects.
Note: After the interaction, the Verifier knows not only that 𝑦 is a quadratic residue mod
𝑁 , but also a square root of 𝑦 modulo 𝑁 . This additional information was not required to
verify the claim. □

Graph Isomorphism

Example 3.5 (Graph Isomorphism).
Claim 3.6. Graphs 𝐺0 and 𝐺1 are isomorphic.

Proof. The Prover sends a permutation 𝜋 mapping vertices of 𝐺0 to vertices of 𝐺1. The
Verifier checks that for every pair of vertices 𝑖, 𝑗 , there is an edge (𝑖, 𝑗) ∈ 𝐺0 if and only if
(𝜋 (𝑖), 𝜋 ( 𝑗)) ∈ 𝐺1. This requires 𝑂 (𝑛2) checks, so verification runs in polynomial time.
Note: After the interaction, the Verifier knows not only that 𝐺0 and 𝐺1 are isomorphic, but
also the specific isomorphism 𝜋 . This additional information was not required to verify the
claim. □

These problems are all in NP: for each one, the Prover sends a polynomial-length witness (a
factorization, a square root, an isomorphism), and the Verifier checks it deterministically in
polynomial time. Each such problem defines a language - the set of inputs for which a valid
witness exists.

Definition 3.1 (NP Language). L is an NP-language if there exists a polynomial-time verifier 𝑉
such that

1. Completeness: For all 𝑥 ∈ 𝐿, there exists a poly( |𝑥 |)-length witness𝑤 ∈ {0, 1}∗ such that
𝑉 (𝑥,𝑤) = 1.

2. Soundness: For all 𝑥 ∉ 𝐿 and all poly( |𝑥 |)-length𝑤 ∈ {0, 1}∗, 𝑉 (𝑥,𝑤) = 0.

For example, the set of all isomorphic graph pairs forms a language, as does the set of all pairs
(𝑁,𝑦) such that 𝑦 ≡ 𝑥2 (mod 𝑁 ) for some 𝑥 . Soundness captures the guarantee that no false
statement can be proven.

Remark 3.7. Some problems in NP are NP-complete, meaning that every problem in NP reduces
to them in polynomial time [23]. A classic NP-complete problem is the Hamiltonian cycle problem;
see [14] for additional background on NP-completeness.
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Hamiltonian Cycle (NP-Complete)

Example 3.8 (Hamiltonian Cycle (NP-Complete)).
Claim 3.9. Graph 𝐺 has a Hamiltonian cycle.

Proof. A Hamiltonian cycle visits every vertex exactly once and returns to the starting
vertex. The Prover sends the Hamiltonian cycle to the Verifier, who checks that every vertex
appears exactly once and that each consecutive pair of vertices is connected by an edge.
This problem is NP-complete [23], meaning every problem in NP can be reduced to it.
Note: After the interaction, the Verifier knows not only that𝐺 has a Hamiltonian cycle, but
also the cycle itself. This additional information was not required to verify the claim. □

This raises the question: is there any other way to convince the Verifier without revealing the witness?

4. Zero-Knowledge Proofs

The main idea is for the Prover to convince the Verifier that she could prove the claim, without
actually revealing the proof itself. This concept was introduced in [20]. We now add two new
ingredients to our proof model: non-trivial interaction and randomness.

Fact 4.1. Non-trivial interaction: Rather than reading a static proof, the Verifier engages in a
non-trivial interaction with the Prover. Back and forth interactions are allowed and the number of
rounds of interaction will be bounded, but is more than a single message.

Fact 4.2. Randomness: The Verifier is randomized (tosses coins as a primitive operation) and can
err with some small probability.

Completeness stays the same, but soundness is affected by the addition of randomness. In NP,
if 𝑥 ∉ 𝐿, no witness can make the Verifier accept. However, with randomness, even when 𝑥 ∉ 𝐿,
there is a small probability - taken over the Verifier’s coin tosses - that the Verifier will mistakenly
accept.
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The idea: Rubik’s Cube Intuition

Suppose Alice the Prover wants to prove that there is a way to solve a Rubik’s cube in ≤ 𝑘
steps. One way is to send all 𝑘 steps to the Verifier, who applies them and accepts if the
cube is solved.
However, there is another approach. The Prover picks one of the many possible intermediate
configurations at the 𝑘/2 mark and sends it to the Verifier. The Verifier then tosses a coin
and issues one of two challenges:

• Challenge 0: Show me the first 𝑘/2 moves from the start to the intermediate config-
uration.

• Challenge 1: Show me the last 𝑘/2 moves from the intermediate configuration to
the solved cube.

The Verifier asks to see either the first half or the second half, not both. If the Prover can
consistently answer both types of challenges (across repeated rounds), then there exist 𝑘
moves that solve the cube. This gives the Verifier probabilistic conviction without seeing
the full solution.

Definition 4.1 (Interactive Proofs for Language Membership (Goldwasser, Micali, Rackoff [20])).
(𝑃,𝑉 ) is an interactive proof system for language 𝐿 if

1. Completeness: If 𝑥 ∈ 𝐿, then Pr [(𝑃,𝑉 ) [𝑥] = accept] = 1.

2. Soundness: If 𝑥 ∉ 𝐿, then for every (possibly cheating) prover strategy 𝑃∗,

Pr [(𝑃∗,𝑉 ) [𝑥] = accept] ≤ negl( |𝑥 |),

where negl(·) denotes a negligible function (smaller than the inverse of any polynomial for
sufficiently large input).

Remark 4.3. This definition adapts the NP definition - where soundness was perfect (no false
statement is ever accepted) - to allow a small probability of error. Note that this is a one-sided
definition: if the Verifier accepts, the statement is true (with high confidence), but if the Verifier
rejects, it does not mean 𝑥 ∉ 𝐿 - it simply means the Verifier was not convinced.

Example 4.4. In the graph isomorphism example, how could we prove that two graphs are not
isomorphic? The Prover would need to show that no permutation of vertices maps one graph to
the other, but this would require the Prover demonstrating that all 𝑛! possible permutations fail
(far too many for a polynomial length witness).

In classical NP proofs, we can only prove “yes” instances - for example, we can prove two graphs
are isomorphic by exhibiting the mapping, but we cannot efficiently prove they are not isomorphic,
as that would require ruling out all 𝑛! permutations. By introducing interaction and allowing
a small probability of error, the class of statements a Prover can convince a Verifier of grows
enormously. The class IP - the set of all languages with interactive proof systems - turns out to
equal PSPACE, the class of problems solvable in polynomial space. PSPACE is a very large class:
it contains all of NP and co-NP, and a polynomial-space machine can run for exponential time
by reusing space [1]. This means that for any problem in PSPACE, the Prover can convince the
Verifier of both yes and no instances.
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Remark 4.5. Formally, the Prover and the Verifier are a pair of algorithms with a common input 𝑥 .
Each may also have its own private input. The distinction between public and private coins for
the Verifier can be further explored in [18].

Remark 4.6. The definition above uses perfect completeness (the Verifier always accepts when
𝑥 ∈ 𝐿) and negligible soundness error, but more generally we can define a completeness threshold
𝑐 (𝑥) and a soundness threshold 𝑠 (𝑥) such that: if 𝑥 ∈ 𝐿, then Pr [(𝑃,𝑉 ) [𝑥] = accept] > 𝑐 (𝑥), and
if 𝑥 ∉ 𝐿, then for all 𝑃∗, Pr [(𝑃∗,𝑉 ) [𝑥] = accept] < 𝑠 (𝑥).

Remark 4.7. With completeness, more work tends to be required to achieve perfect completeness
from the threshold 𝑐 (𝑥). The soundness error can be reduced by repeating the protocol inde-
pendently many times and taking the majority outcome. For example, if the soundness error is
1
3 , repeating 𝑘 times drives the error exponentially close to 0 (making it satisfy the negligible
constraint).

Class IP

Just as NP is the class of languages with efficiently verifiable proofs, we define IP as the
class of languages with interactive proof systems:

IP =

{
𝐿

��� ∃ (𝑃,𝑉 ) interactive proof system for 𝐿

with completeness 𝑐 (𝑥) ≥ 2
3 and soundness 𝑠 (𝑥) ≤ 1

3

}
.

Simply put, this is the set of languages where there exists an interactive proof system
that has the properties of completeness and soundness. It is known that NP ⊆ IP [20]
and, remarkably, that IP = PSPACE. The result IP = PSPACE was proved by Shamir [27],
building on the algebraic techniques of Lund, Fortnow, Karloff, and Nisan [24].
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Interactive Proofs for Isomorphism

The goal is for the Prover to convince the Verifier that 𝐺0 and 𝐺1 are isomorphic, without
revealing the isomorphism itself.
Recall that 𝐺0 and 𝐺1 are isomorphic if there exists a permutation 𝜎 of vertices such that
(𝑖, 𝑗) ∈ 𝐸0 if and only if (𝜎 (𝑖), 𝜎 ( 𝑗)) ∈ 𝐸1.
Protocol:

1. Alice the Prover picks a random bit 𝑟 ∈ {0, 1} and a random permutation 𝛾 , and sends
𝐻 = 𝛾 (𝐺𝑟 ) to Bob.

2. Bob the Verifier picks a random bit 𝑏 ∈ {0, 1} and sends it to Alice.
3. Alice must respond with an isomorphism from 𝐺𝑏 to 𝐻 .

• If 𝑏 = 𝑟 : Alice sends 𝛾 .
• If 𝑏 ≠ 𝑟 : Alice uses her knowledge of the isomorphism 𝜎 between 𝐺0 and 𝐺1 to
compose and produce the correct mapping.

4. Bob verifies that the permutation Alice sent is indeed an isomorphism from 𝐺𝑏 to 𝐻 .
Remark 4.8. The case 𝑏 ≠ 𝑟 works because if𝐺0 and𝐺1 are truly isomorphic via 𝜎 : 𝐺0 → 𝐺1,
then 𝐻 is isomorphic to both. For example, if 𝑟 = 0 and 𝑏 = 1, then 𝐻 = 𝛾 (𝐺0) and Alice
needs an isomorphism from 𝐺1 to 𝐻 . She sends 𝛾 ◦ 𝜎−1, which maps 𝐺1 → 𝐺0 → 𝐻 . The
case 𝑟 = 1, 𝑏 = 0 is symmetric.
Assuming the Prover knows the isomorphism 𝜎 between 𝐺0 and 𝐺1, completeness and
soundness hold:
Completeness: If𝐺0 and𝐺1 are isomorphic, Alice can produce a valid isomorphism from
𝐺𝑏 to 𝐻 for either value of 𝑏.
Soundness: If𝐺0 and𝐺1 are not isomorphic, then 𝐻 is isomorphic to at most one of𝐺0,𝐺1.
The best a cheating Alice can do is guess 𝑏 = 𝑟 , which succeeds with probability 1

2 . Repeating
𝑘 times independently reduces the soundness error to

( 1
2
)𝑘 .

Remark 4.9. A fresh 𝐻 must be chosen each round. If Alice reused the same 𝐻 , Bob could
ask different questions across rounds and learn isomorphisms from both 𝐺0 and 𝐺1 to 𝐻 ,
thereby recovering the isomorphism between 𝐺0 and 𝐺1.
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Interactive Proofs for QR (Quadratic Residuosity)

Define the language 𝐿QR = {(𝑁,𝑦) | ∃ 𝑥 ∈ Z∗
𝑁
s.t. 𝑦 ≡ 𝑥2 (mod 𝑁 )}. That is, 𝐿QR is the set

of pairs (𝑁,𝑦) where 𝑦 is a quadratic residue mod 𝑁 .
Goal: Convince the Verifier that (𝑁,𝑦) ∈ 𝐿QR without revealing 𝑥 such that 𝑦 ≡ 𝑥2

(mod 𝑁 ).
Protocol:

1. Alice the Prover picks a random 𝑟 ∈ Z∗
𝑁
and sends 𝑠 = 𝑟 2 mod 𝑁 to Bob the Verifier.

2. Bob picks a random bit 𝑏 ∈ {0, 1} and sends it to Alice.
3. Alice sends:

𝑧 =

{
𝑟 if 𝑏 = 0
𝑟 · 𝑥 mod 𝑁 if 𝑏 = 1

4. Bob accepts iff 𝑧2 ≡ 𝑠 · 𝑦𝑏 (mod 𝑁 ).
Note that in both cases, 𝑧 = 𝑟 · 𝑥𝑏 mod 𝑁 . Alice must know 𝑥 (which is fixed) to respond to
challenge 𝑏 = 1, while 𝑟 is freshly chosen each round. Bob simply checks whether 𝑧2 ≡ 𝑠 ·𝑦𝑏
(mod 𝑁 ).
Claim 4.10. If (𝑁,𝑦) ∈ 𝐿QR, then the Verifier accepts with probability 1.

Proof. Since 𝑦 ≡ 𝑥2 (mod 𝑁 ), we have 𝑧2 = (𝑟 · 𝑥𝑏)2 = 𝑟 2 · (𝑥2)𝑏 ≡ 𝑠 · 𝑦𝑏 (mod 𝑁 ). So the
Verifier’s check passes for both values of 𝑏. □

Claim 4.11. If (𝑁,𝑦) ∉ 𝐿QR, then for every cheating prover 𝑃∗, the Verifier accepts with
probability at most 1

2 .

Proof. Suppose the Verifier accepts with probability > 1
2 . Since 𝑏 is a single random bit,

the prover must be able to answer both challenges for some fixed 𝑠 . That is, there exist
𝑧0, 𝑧1 ∈ Z∗𝑁 such that 𝑧20 ≡ 𝑠 (mod 𝑁 ) and 𝑧21 ≡ 𝑠 ·𝑦 (mod 𝑁 ). Then (𝑧1/𝑧0)2 ≡ 𝑦 (mod 𝑁 ),
meaning 𝑧1/𝑧0 is a square root of 𝑦 mod 𝑁 , contradicting (𝑁,𝑦) ∉ 𝐿QR. □

As before, repeating this protocol 𝑘 times independently reduces the soundness error to( 1
2
)𝑘 .

5. Zero-Knowledge Interactive Proofs

The key idea of zero-knowledge is that the Verifier learns nothing from the interaction except
that the statement is true. After the interactive proof, the Verifier has a view of the interaction:
the transcript of messages exchanged and the coins the Verifier tossed. A proof is zero-knowledge
if this view gives the Verifier nothing beyond what it could have computed on its own, without
interacting with the Prover. See [16] for more explanations.

In contrast, in the NP setting, the Verifier receives the actual witness (e.g., the factorization, the
square root, the isomorphism), which is information beyond what is needed to verify the claim.
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How do we capture getting “nothing extra”?

An interactive proof is zero-knowledge if there exists an efficient algorithm (a simulator)
that, without interacting with the Prover, can produce a view that is indistinguishable from
the Verifier’s real view of the interaction. If such a simulator exists, the Verifier could have
produced the same view on its own, meaning it learned nothing beyond the truth of the
statement.

Definition 5.1 (Zero-Knowledge Interactive Proof). An interactive protocol (𝑃,𝑉 ) is honest-
verifier zero-knowledge for a language 𝐿 if there exists a PPT algorithm 𝑆 (a simulator) such that
for every 𝑥 ∈ 𝐿, the following two distributions are indistinguishable:

1. view𝑉 [(𝑃,𝑉 ) (𝑥)] (the real interaction)

2. 𝑆 (𝑥, 1𝑘) (the simulated view, where 𝑘 is the security parameter)

(𝑃,𝑉 ) is a zero-knowledge interactive proof if it is complete, sound, and zero-knowledge. Note that
it is not required that these distributions be the same when 𝑥 ∉ 𝐿.

Remark 5.1. This definition assumes an honest Verifier that follows the protocol. Wewill strengthen
this to handle malicious verifiers later.

Definition 5.2 (Perfect Zero-Knowledge Interactive Proof). An interactive protocol (𝑃,𝑉 ) is
perfect zero-knowledge for a language 𝐿 if there exists a simulator 𝑆 such that for every 𝑥 ∈ 𝐿,
the following two distributions are identical (not merely indistinguishable):

view𝑉 [(𝑃,𝑉 ) (𝑥)] ≡ 𝑆 (𝑥, 1𝑘).

(𝑃,𝑉 ) is a honest verifier perfect zero-knowledge interactive proof if it is complete, sound, and
perfect zero-knowledge. Note that 𝑆 is allowed to run in expected polynomial time (rather than
strict polynomial time).

Example 5.2 (Graph Isomorphism: Perfect Zero-Knowledge). Following the protocol above, the
Prover chooses a random permutation 𝛾0 and sets 𝐻 = 𝛾0(𝐺0), then sends 𝐻 to the Verifier. The
Verifier tosses a coin 𝑏 ∈ {0, 1} and sends it to the Prover, who responds with:

• If 𝑏 = 0: the permutation 𝛾0 (an isomorphism from 𝐺0 to 𝐻 ).

• If 𝑏 = 1: the permutation 𝛾0 ◦ 𝜎−1 (an isomorphism from 𝐺1 to 𝐻 , where 𝜎 : 𝐺0 → 𝐺1 is the
isomorphism the Prover knows).

The Verifier’s view consists of (𝐻, 𝑏, 𝛾 ′
𝑏
), where 𝛾 ′

𝑏
is a random isomorphism from 𝐺𝑏 to 𝐻 .

We construct a simulator 𝑆 that produces the same view without interacting with the Prover:

1. Toss a coin 𝑏′ ∈ {0, 1}.

2. Choose a random permutation 𝛾𝑏′ and set 𝐻 = 𝛾𝑏′ (𝐺𝑏′).

3. Output the simulated transcript (𝐻, 𝑏′, 𝛾𝑏′).

The simulated view is identically distributed to the real view: in both cases, 𝐻 is a random
permutation of𝐺𝑏′ , the coin 𝑏′ is uniformly random, and 𝛾𝑏′ is a random isomorphism from𝐺𝑏′ to
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𝐻 . The only difference is the order in which these values are generated, which does not affect the
distribution.

The simulation above assumes an honest Verifier - one that follows the protocol and chooses
its challenges by tossing fair coins. However, a malicious Verifier 𝑉 ∗ might choose its messages
adaptively in an attempt to extract additional information from the Prover. To handle this, we
need a stronger definition of zero-knowledge.

Definition 5.3 (Zero-Knowledge Against Malicious Verifiers). An interactive protocol (𝑃,𝑉 )
is perfect zero-knowledge against malicious verifiers for a language 𝐿 if there exists an expected
polynomial-time simulator 𝑆 such that for every PPT verifier strategy 𝑉 ∗ and every 𝑥 ∈ 𝐿, the
two distributions are identical:

view𝑉 ∗ [(𝑃,𝑉 ∗) (𝑥)] ≡ 𝑆𝑉
∗ (𝑥, 1𝑘),

where 𝑘 is the security parameter and 𝑆𝑉 ∗ denotes that 𝑆 has oracle access to 𝑉 ∗.

Rewinding Technique

The honest-verifier simulator from before does not work against a malicious𝑉 ∗, because we
cannot predict what bit 𝑏 the malicious Verifier will send. The rewinding technique handles
this by guessing 𝑏 and retrying if the guess is wrong.
Simulator 𝑆 for malicious 𝑉 ∗:

1. Toss a coin 𝑏′ ∈ {0, 1}.
2. Choose a random permutation 𝛾𝑏′ and set 𝐻 = 𝛾𝑏′ (𝐺𝑏′).
3. Feed 𝐻 to 𝑉 ∗ and receive its challenge 𝑏 =𝑉 ∗(𝐻 ).
4. If 𝑏 = 𝑏′: output (𝐻, 𝑏, 𝛾𝑏′) as the simulated transcript and stop.
5. If 𝑏 ≠ 𝑏′: abort and restart from step 1 (“rewind” 𝑉 ∗).

Claim 5.3. Pr [𝑏 = 𝑏′] = 1
2 , since 𝑏

′ is uniformly random and independent of 𝑉 ∗’s choice of 𝑏.
Therefore, the expected number of attempts before success is 2. For 𝑘 independent sequential
repetitions of the full protocol, the expected total number of simulation attempts is 2𝑘 .
The simulator runs in expected polynomial time (not worst-case), which is acceptable for
zero-knowledge.

Theorem 5.4. The QR protocol is (malicious-verifier) perfect zero-knowledge.

Proof. Simulator 𝑆 for QR:

1. Toss a coin 𝑏′ ∈ {0, 1}.

2. Choose a random 𝑟 ∈ Z∗
𝑁
and set 𝑠 = 𝑟 2 · 𝑦−𝑏′ mod 𝑁 .

3. Feed 𝑠 to 𝑉 ∗ and receive 𝑏 =𝑉 ∗(𝑠).

4. If 𝑏 = 𝑏′: output (𝑠, 𝑏, 𝑟 ) as the simulated transcript and stop.

5. If 𝑏 ≠ 𝑏′: abort and restart from step 1.

When the simulator succeeds, the output (𝑠, 𝑏, 𝑟 ) satisfies 𝑟 2 = 𝑠 · 𝑦𝑏 (mod 𝑁 ) by construction
(since 𝑏 = 𝑏′). This is identically distributed to a real execution, where the Prover sends 𝑠 = 𝑟 2,
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receives 𝑏, and responds with 𝑧 = 𝑟 · 𝑥𝑏 . The simulator succeeds with probability 1
2 per attempt, so

it runs in expected polynomial time. □

Lemma 5.5. The simulator 𝑆 in the proof of Theorem 5.4 runs in expected polynomial time and its
output is identically distributed to the view of 𝑉 ∗ in a real execution.

What Made Zero-Knowledge Proofs Possible?

Randomness:
• The statement to be proven has many possible proofs, and the Prover chooses one at
random.

• Each proof is made up of two parts: seeing one part alone reveals no knowledge, but
being able to provide both parts guarantees the statement is true.

• The Verifier randomly chooses which of the two parts the Prover must reveal. The
Prover’s ability to provide either part convinces the Verifier.

The random self-reducibility properties underlying these protocols were studied more
generally by Tompa and Woll [29].

6. Zero-Knowledge Proofs of Knowledge

In the protocols above, the Prover appears to have demonstrated more than just the truth of a
statement - she has shown that she actually “knows” a witness (e.g., the isomorphism, the square
root).

Definition 6.1 (Proof of Knowledge [4]). Let 𝑉 be a polynomial-time relation. Let (𝑥,𝑤) ∈ 𝑉 . 𝑉
defines the language 𝐿𝑉 = {𝑥 | ∃𝑤 s.t. 𝑉 (𝑥,𝑤) = 1}. We say that (𝑃,𝑉 ) is a proof of knowledge
for 𝐿𝑉 [or that 𝑃 on 𝑥 knows𝑤] if there exists an extractor algorithm 𝐸 such that: for any (possibly
cheating) prover 𝑃∗ that convinces𝑉 to accept with non-negligible probability 𝜖 (𝑛), 𝐸𝑃∗ (𝑥) outputs
𝑤 in expected polynomial time poly(𝑛, 1/𝜖 (𝑛)).

𝐸𝑃
∗ (𝑥): 𝐸 can run 𝑃∗ on the same randomness repeatedly, asking 𝑃∗ different questions in multiple

executions.

A protocol that is simultaneously zero-knowledge and a proof of knowledge is called a Zero-
Knowledge Proof of Knowledge (ZKPOK). See also [13] for early formulations of this concept.

Example 6.1 (ZKPOK for Graph Isomorphism). Extractor 𝐸:

1. Run the protocol, receiving graph 𝐻 from 𝑃∗. Save the state of 𝑃∗.

2. Issue challenge 𝑏 = 0; receive isomorphism 𝛾0 : 𝐺0 → 𝐻 .

3. Rewind 𝑃∗ to the saved state and issue challenge 𝑏 = 1; receive isomorphism 𝛾1 : 𝐺1 → 𝐻 .

4. Output 𝜎 = 𝛾−11 ◦ 𝛾0, which is an isomorphism from 𝐺0 to 𝐺1.

Remark 6.2. The first applications of zero-knowledge proofs included preventing identity theft,
proving properties of secrets without revealing them, verifying statements beyond what classical
NP proofs can handle efficiently, and constructing secure protocols [12].

12
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Identity Theft Example

In classical authentication, the user sends a password over the network, where it can be
intercepted. With zero-knowledge, the Prover can convince the Verifier that she knows the
password (or secret key) without ever transmitting it. The Verifier becomes convinced of
the Prover’s identity but learns nothing that would allow it to impersonate the Prover. The
Fiat-Shamir identification scheme [12] was the first practical realization of this idea.

Definition 6.2 (Computational Zero-Knowledge). An interactive protocol (𝑃,𝑉 ) is computation-
ally zero-knowledge for a language 𝐿 if for every PPT 𝑉 ∗, there exists a PPT simulator 𝑆 such that
for every 𝑥 ∈ 𝐿, the following two distributions are computationally indistinguishable (no efficient
algorithm can distinguish them):

view𝑉 ∗ [(𝑃,𝑉 ∗) (𝑥)] ≈𝑐 𝑆 (𝑥, 1𝑘),

where 𝑘 is the security parameter. (𝑃,𝑉 ) is a computationally zero-knowledge interactive proof
if it is complete, sound, and computationally zero-knowledge. Note that this relaxes perfect
zero-knowledge, where the distributions must be identical, to requiring only that no efficient
distinguisher can tell them apart.

Remark 6.3. The simulator 𝑆 may arbitrarily depend on 𝑉 ∗ (rather than having oracle access to it).
Both formulations are equivalent, and the choice depends on the context.

7. Zero-Knowledge for All of NP

The following result shows that zero-knowledge proofs are not limited to specific problems like
quadratic residuosity or graph isomorphism, but extend to all of NP.

Theorem 7.1 (Goldreich, Micali, Wigderson 1986 [17]). If one-way functions exist, then every
problem in NP has a computational zero-knowledge interactive proof.

One-Way Functions

A function 𝑓 : {0, 1}∗ → {0, 1}∗ is a one-way function if:
1. 𝑓 is computable in polynomial time.
2. For every PPT adversary 𝐴 and all sufficiently large 𝑛:

Pr𝑥←{0,1}𝑛
[
𝐴(𝑓 (𝑥)) ∈ 𝑓 −1(𝑓 (𝑥))

]
≤ negl(𝑛).

One-way functions are essential for complexity-based cryptography [21]. Intuitively, 𝑓 is
easy to compute but hard to invert. One-way functions imply commitment schemes [25],
which are the key building block for the construction below.

To prove the theorem, it suffices to give a zero-knowledge interactive proof for a single NP-complete
problem, since any problem in NP can be reduced to it. We use 3COLOR, the 3-colorability problem.

Definition 7.1 (3-Colorability). 3COLOR = {𝐺 = (𝑉 , 𝐸) | ∃ 𝜒 : 𝑉 → {0, 1, 2} s.t. ∀(𝑢, 𝑣) ∈
𝐸, 𝜒 (𝑢) ≠ 𝜒 (𝑣)}.
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Since 3COLOR is NP-complete, for any 𝐿 ∈ NP there is a polynomial-time reduction mapping
instances 𝑥 of 𝐿 to graphs 𝐺𝑥 such that 𝑥 ∈ 𝐿 ⇐⇒ 𝐺𝑥 ∈ 3COLOR. A zero-knowledge proof for
3COLOR thus yields one for all of NP.

Zero-Knowledge Proof for 3-Coloring

Common input: Graph 𝐺 = (𝑉 , 𝐸).
Prover’s private input: A valid 3-coloring 𝜒 : 𝑉 → {0, 1, 2}.
Protocol (one round):

1. Commit: The Prover picks a random permutation 𝜎 of {0, 1, 2} and applies it to the
coloring, obtaining 𝛼 = 𝜎 ◦ 𝜒 . For each vertex 𝑣 ∈ 𝑉 , the Prover commits to 𝛼 (𝑣) using
a commitment scheme [25]. The Prover sends all |𝑉 | commitments to the Verifier.

2. Challenge: The Verifier picks a random edge (𝑢, 𝑣) ∈ 𝐸 and sends it to the Prover.
3. Response: The Prover opens the commitments for 𝑢 and 𝑣 , revealing 𝛼 (𝑢) and 𝛼 (𝑣).
4. Verification: The Verifier accepts iff 𝛼 (𝑢) ≠ 𝛼 (𝑣).

Completeness: A valid coloring always satisfies 𝛼 (𝑢) ≠ 𝛼 (𝑣) for all edges, so the Verifier
always accepts.
Soundness: If𝐺 is not 3-colorable, then any coloring must have at least one monochromatic
edge. The Verifier catches a cheating Prover with probability ≥ 1

|𝐸 | per round. This uses the
binding property of commitments: once the Prover commits, they are bound to a unique
color and cannot reveal 𝛼 (𝑢) and 𝛼 (𝑣) arbitrarily. Repeating 𝑂 ( |𝐸 | · 𝑘) times amplifies
soundness.
Zero-knowledge: The Verifier sees only two colors on one random edge. Due to the
random permutation 𝜎 , these are a uniformly random pair of distinct colors, independent of
the actual coloring 𝜒 . A simulator can produce the same distribution without knowing 𝜒 ,
using the hiding property of commitments: the unopened commitments do not reveal any
information about the hidden values.

Commitment Schemes

A commitment scheme is a two-phase cryptographic protocol where the Prover can “com-
mit” to a value without revealing it, and later “open” the commitment to prove what was
committed. Formally:

• Hiding: Before the opening phase, the commitment reveals no information about
the committed value. Even a computationally powerful adversary cannot distinguish
commitments to two different values.

• Binding: Once a commitment is made, the Prover cannot open it to two different
values. The commitment cryptographically “binds” the Prover to a unique value.

Example 7.2 (Hamiltonian Cycle: Zero-Knowledge Proof (NP-Complete)). Common input:
Graph 𝐺 = (𝑉 , 𝐸).
Prover’s private input: A Hamiltonian cycle 𝐶 in 𝐺 .

Protocol:

1. The Prover picks a random permutation 𝜋 of the vertex labels, constructs the permuted
graph 𝐺′ = 𝜋 (𝐺), and commits to each possible edge (𝑖, 𝑗) with 𝑖 ≠ 𝑗 as a bit (1 if an edge, 0
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if not). The Prover sends all 𝑂 (𝑛2) commitments to the Verifier.

2. The Verifier picks a random bit 𝑏 ∈ {0, 1} and sends it to the Prover.

3. The Prover responds:

• 𝑏 = 0: Open all commitments and reveal 𝜋 , showing that 𝐺′ = 𝜋 (𝐺).

• 𝑏 = 1: Open only the 𝑛 commitments corresponding to the edges of the Hamiltonian
cycle 𝜋 (𝐶) in 𝐺′.

4. The Verifier accepts iff the revealed information is consistent with the claimed structure.

Completeness: If 𝐺 has a Hamiltonian cycle 𝐶 , the Prover can answer both challenges correctly.

Soundness: If 𝐺 has no Hamiltonian cycle, a cheating Prover can satisfy at most one of the two
challenges. The Verifier catches the cheat with probability 1

2 per round. Repeating 𝑘 times gives
soundness error

( 1
2
)𝑘 .

Zero-knowledge: This protocol is computationally zero-knowledge. The simulator guesses the
Verifier’s challenge 𝑏′ ∈ {0, 1} in advance and prepares accordingly. If 𝑏′ = 0: the simulator
commits to 𝜋 (𝐺) for a random 𝜋 (which it can do without knowing 𝐶). If 𝑏′ = 1: the simulator
commits to a random Hamiltonian cycle on 𝑛 vertices embedded in an otherwise empty graph.
If the Verifier’s actual challenge 𝑏 ≠ 𝑏′, the simulator rewinds and tries again. When 𝑏 = 𝑏′, the
hiding property of the commitment scheme ensures the unopened commitments reveal nothing,
so the simulated view is computationally indistinguishable from the real view.
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